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Let’s Talk About Technology Risk

‘ Societal

of / Financial
Technology &>

Categories

Technology is Hard!

Constantly evolving#éehnology
= Creates uncertainty — managing
uncertainty is harder.

Integrating new technologies into

a government environment

®Competition for time and attention of
leaders concerned with a lot of other
issues

5 Dynamics that work against
long-term planning

=“We can defer that purchase for
another year, can’t we?”
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Key Technology Management
Challenges

——— Identifying
Understanding
Determining what we that there are

need, want, can more risks than

afford ™ L cyber-security

Accepting

Knowing that

managing technology
and their risks is a not

Understanding that
“technology” is more than

. . race with a finish line;
“information technology il e e

it's a journey

MINIMUM Technological
Proficiency

+~— Planning
0

' Budgeting

GroAciency Technical Competency

To the extent one
is weaker than
the others, they

are all weaker.

IN THE NEWS

S CAM NORTH KOREA triesto _..

Texas city loses 800 city make hacking a profit [Ze-]
employees W-2s in center

phishing scam

A CYBERATTACK OHIO FIRE MESS
hobbles Atlanta, and
security experts
shudder

Servers for the district
Internet and phones were
in the basement of the
building which got flooded.

NJ MAN HACKS UNIV.

Internet attack that NJ POLICE DEPT HACK o
brings down Rutgers .

Ransomware forces PD to

paper and pen '

Marc Pfeiffer, Bloustein Local Government Research Center
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HERE’S THE CYBERSECURITY
PROBLEM

g »

Criminals try to Criminals can be There is NO SINGLE
manipulate people into individuals or part of FIX The threats keep
divulging personal or industrialized, cyber changing
business information or crime bu It's a perpetual battle
trick them into schemes
to defraud

HUMAN ERROR

DEFINITIONS
SOCIAL ENGINEERING

The acquisition of

special knowledge by

means of wit and skill.
* Fraud
= Deceit

* Fear
= Greed

Marc Pfeiffer, Bloustein Local Government Research Center
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DEFINITIONS
MALWARE

Destructive form of
computer software

transmitted by email

and website links

DEFINITIONS
PHISHING

A form of social
engineering that

Viruses/Trojans/
Rootkits/Worms
Spyware
Crimeware
Adware
Cryptojacking
Typosquatting

And its evil cousin,
the targeted

appears as email or a Spear-Phish or

text message that

attackers use to gain

login credentials or
account information

Vish, using voice
to fool you

Why Criminals Attack

To steal personal
information

Introduce
ransomware via
email or network

access

Marc Pfeiffer, Bloustein Local Government Research Center

Fool you into doing
Steal Access something you would
Credentials not do - like order

stuff or send money

To control your system:
For access to data and controls

As a launching point to attack other
systems;

Use your processing resources for
their gain

© 2018 Rutgers University
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PRIME ATTACK AND
THREAT VECTORS

TARGETED MASS MAN-IN-THE-
ATTACKS ATTACKS MIDDLE

&y

Government This stems from An email link = Clicking on
agencies are successfu ail ¢ the wrong link
generally
targets g £
Italso ) ‘bri An employee
happens if 0 Vi your who steals
something 0 cre: data for resale
/rong affects people orillegal use

negative press
attention

WHEN EMAIL TURNS

MALWARE HIDDEN IN EMAIL

Fake links entice you to 1 2 Embedded images
open harmful websites containing hidden code

Spoofed “from” Coupons, “too good
p 4 p g
addresses to be true” ads

! MS Office or other file attachments containing macros

with viruses or malware (.docx, .xIsx, .pptx, .html, .zip)

Marc Pfeiffer, Bloustein Local Government Research Center
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PHISHING EMAIL EXAMPLES

9/13/1028

EMAIL FROM TRUSTED ORGANIZATIONS

DELIVERY TAX
o ALERT o3 RETURN

Post office
= uUps 9 » Fake return
FedEX el
RETAIL CREDIT CARD
o4 RECEIPT os  REWARDS
Company

P o login or
» = Fak: cred|td () password
Costco cardirewards change alert

Each variation relies on our instinct to act
on messages that appear to be urgent

PASSWORD ALERT

If you receive an
email alert like this
one from Gmail,

you need to
change your
password

immediately.

But how?

Marc Pfeiffer, Bloustein Local Government Research Center
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>
» Al
A
»
all
-
-
U 40 =9
Gvon + | [~ 85 X |4, L8
24 Request from CEO
Subject: Immediate Wire Transf
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WHY SHOULD | CARE?

REALITY: the
bulk of
successful
attacks come J8
because-an ) 3
someone ¥
clicked on
something they
shouldn’t have

RANSOMWARE

Clicking on an attachment or a link embedded in a suspicious
email launches a program that encrypts (or rewrites) your files

T

TS

All your important files are encrypted.

crypting yeur s 5 2.3 8TC ~a 350 USD.

Marc Pfeiffer, Bloustein Local Government Research Center
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RANSOMWARE @ WORK

AFTER FILES
YOUR HACKER PAYMENT,  DECRYPTED
FILES ARE  DEMANDS MAY BE ENCRYPTION AND
HELD FOR  pAYMENT e KEY SENT  RESTORED
RANSOM T0
FUTURE
ATTACKS

YOU NEED TO HAVE A WORKING FILE BACK
UP SYSTEM IN PLACE

EMAIL SECURITY CHECKLIST

HOVER BE DO NOT BE
(RIGHT SUSPICIOUS OPEN CAREFUL
CLICK) OF UNEXPECTED LOGGING
ON LINKS UNEXPECTED ATTACHMENTS INTO
TO VERIFY EMAILS ACCOUNTS
ADDRESSES JUST DELETE VIA EMAIL
THEM LINK

HELPFUL HINTS

! !

NEVER WHEN IN
UNSUBSCRIBE DOUBT,
If it doesn’t Never DELETE
look right, ~ unsubscribe from  Don’tlet
it's not right agroup that your  your guard
are unfamiliar down
with or did not
subscribe to

Marc Pfeiffer, Bloustein Local Government Research Center
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PASSWORD PROTECTION

A PASSWORD IS LIKE A CHANGE IT

TOOTHBRUSH ONCEIN A
WHILE

DON'T

CHOOSE A SHARE IT
GOOD WITH

ONE ANYONE I | | | | I

AND USE A PASSWORD MANAGER PROGRAM!

0

SMART
PASSWORD
CONSTRUCTION

i Use passphrases (8-15 characters, upper/lower/#’)
[ Never use personal, known or discoverable information about
you or popular culture terms or variants in a password

i Never use the same passwords for work and personal use

(" Use a trivial password for sites that just require a log-in and
no other information is passed along.

9/13/1028
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MANAGE
YOUR
PASSWORD

ONLINE

Make sure all your devices require a password to access them

Use the same browser and built-in password manager on
devices

Use a separate password manager program to maintain your
passwords

Sample Password Manager
Programs

LastPass
‘ Dashlane

SplashiD
1Passsword

Marc Pfeiffer, Bloustein Local Government Research Center
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PROBLEMS OF BROWSING...
AND HOW TO DO IT SAFELY

The Internet is a dangecous place
The Internet is a dangecous place
The Internet is a dangecous place
The Internet is a dangerous place
The Internet is a dangecous place
The Internet is a dangecous place
The Internet is a dangerous place
The Internet is a dangecous place
The Internet is a dangerous place
The Internet is a dangecous place
The Internet is a dangecous place

PROBLEMS WITH BROWSING

USE OF MALWARE  UNEXPECED MIS-TYPED
PASSWORDS ON LOADED POP-UPS URLS
INSECURE PAGES PAGES

THIS IS NOT
YOUR
MOTHER’S
INTERNET!

Go |

Wit sloms your Mee dovrie [ — -
e e S oocolEEERTINT.

HIGH PERFORMANCE
FOR

Marc Pfeiffer, Bloustein Local Government Research Center
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KNOW IF A WEBSITE IS SECURE!

hTTp://www.

hﬂps://www.

“S” = SECURE/ENCRYPTED
No passwords or credit cards on
“non-S” sites

SAFE BROWSING SKILLS

DON'T WARNING WATCH KNOW WEB [l TEST PAGES:
CLICK ON SCREEN WHERE YOU @ ACTIVITY IS FAKES
POP-UPS APPEARS TRACKED

05

MORE SAFE BROWSING SKILLS

IF IT SEEMS TECH FREE, ISN'T.
SUPPORT IF YOU ARE

WARNINGS NOT PAYING

ARE SCAMS FORIT, YOU

Marc Pfeiffer, Bloustein Local Government Research Center
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KEEFl YOUR COMPUTER, PHONE L\ND
TABLET UP TO DATE...

T ] -
[ |
Antivirus on

Operating System: computers @
Windows

0sX, iOos,
Android Browsers

... WITH THE LATEST
PATCHES AND VERSIONS

FORMS OF SOCIAL ENGINEERING

© || & wannanicevinus chec

Action Required

WINDOWS VIRUS WARNING!

— Identity Theft and Hacking Possibilities.
Security Essentials

Contact emerger

855-400-3930

Tha syslam have found (35) viruses that pose a sericus threal

Trojan FakeAV.Download
8 D

'

Marc Pfeiffer, Bloustein Local Government Research Center
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PHONE HOAXES

PERSONAL INFORMATION

Callers claiming they are
from a vendor or IT asking

for confidential information

TEXT MESSAGE LINKS
Don’t click on links in text
messages from unknown
senders

SECURE MOBILE DEVICES

aAlways set a passcode on
your phone

DON’T TRUST CALLER ID

Caller ID can be spoofed.
Always verify identity

TECH SUPPORT WILL NO
...call you tell you your
system has a problem. Jus
hang up.

USB SECURITY

= DROPPING USB
STICKS IS
EFFECTIVE

= PEOPLE PLUGIN
USB DRIVES
QUICKLY

AT-HOME BACKUP CHALLENGE

You need to backup
because bad things can
happen

You need a plan based
on what you store
locally and what you
keep in the cloud; and
your skills.

Backup your operating
system and data files
automatically

Cloud backup backs up
files constantly, and

can do system back-ups

Local storage needs

@ an external a drive

and good software,
plus online (cloud)
service

Phones and tablets:
S sync to a home
computer, or enable
online backups (may
have small cost)

Marc Pfeiffer, Bloustein Local Government Research Center
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Sample Online Backup Services

Acronis

. Backblaze

iDrive

. Carbonite
‘ Mozy

For data files/images only: Microsoft Live
and Google Drive

Awarenass Poster

Contest Winner:
Julia, Grade 5,
New Jersey

Protecting identity: you and your kids

Don’t give out Safely store Be sure “safe”

SS#'s & documents with N
birthdates unless PIl and shred the gsqfe Y

essential rest

Periodically If a child has a

check for credit report — freeze
report on kids — it; or create one,
and you then freeze it.

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University
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THE

INTERNET

REMEMBER THESE

SECURENOUR USE TWO-FACTOR VERIFY WITH
PREC AUTHENTICATION SENDER

01 . 03

Fiscal and HR
people: POSTIVELY
confirm all emailed

directions for

anything

(especially for

available personnel

information and

payment direction)

AND THESE...

DON'T BE =
CURIOUS
- JusT
DON'T
CLICK

NEVER OPEN
SUSPICIOUS ATTACHMENTS|
- HOVER FROM
FIRST AND UNKNOWN
PEOPLE

Marc Pfeiffer, Bloustein Local Government Research Center
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AND THESE...

P

IFYOU
DIDN'T ASK USE
FOR IT, YOU PASSWORDS

DON’T NEED ONALL
YOUR

I
v DEVICES

AND THESE...

= Don't instinctively
open files from people
you know, but were
not expecting: Check
with them first

Best Tech Product
Resource/Review Sites: www.

‘ thewirecutter.com

tomsguide.com
lifewire.com

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University 17
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Some Personal Tech Resources

{ www.Malwarebytes.com

* Excellent “freemium” software to keep your machine clean

‘ www.StopThinkConnect.org

* US DHS site with security resources for all ages and groups

‘ http://haveibeenpwned.com

* Can tell if you your email related password has been stolen

And For Your Organization...

‘ www.gmis.org

* Professional association of public sector IT managers

‘www.cyber.nj.gov and MS-ISAC:

www.cisecurity.org/ms-isac/

* NJ Cyber Communications and Integration Cell and MS-ISAC )

the free federal state /local IT security support group

‘ SANS “OUCH” Newsletter (search for it) ‘

« FREE monthly employee cybersecurity newsletter (from SANS)

and “Security Awareness Tip of the Day”

IS ANY OF THIS
100% EFFECTIVE?

Marc Pfeiffer, Bloustein Local Government Research Center
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UH, NOPE

THREATS ARE STAY AWARE:
ALWAYS STOP, THINK,
CHANGING THEN CONNECT

&
i

KEEP SOFTWARE CALL IT SUPPORT
UP TO DATE WHEN IN DOUBT

WEAKEST LINK?

YOU KNOW WHAT THEY SAY...

CURIOSITY

Marc Pfeiffer, Bloustein Local Government Research Center
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&

KEEP
CALM

AND

STAY
CYBER SAFE

FOR FURTHER DISCUSSION
& COMMENTS

Marc.Pfeiffer@rutgers.edu

Marc Pfeiffer, Bloustein Local Government Research Center
© 2018 Rutgers University 20


http://blousteinlocal.rutgers.edu/managing-technology-risk/

